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Guidelines on Combating Money Laundering and Terrorist Financing 

 
SECTION I - INTRODUCTION 
 
1.1 Purpose of Guideline 
 
1.1.1 Money laundering and the threat of terrorism continue to be of serious concern worldwide and it 

is imperative that financial institutions1 implement measures to combat such crimes. Financial 
institutions are attractive conduits for money launderers and persons wishing to finance 
terrorism since the services offered can be easily utilised to conceal the true origin of money.  
In the circumstance, it is the duty of each financial institution to ensure that preventative 
measures are in place to deter such activity. 

 
1.1.2 This Guideline is issued by the Central Bank of Trinidad and Tobago and is a revision of the 

1995 Anti-money laundering Guideline.  Its objective is to set minimum standards by which 
financial institutions should abide.  The basic tenets of this Guideline reflect the Revised Forty 
Recommendations and the Nine Special Recommendations on Terrorist Financing developed 
by the Financial Action Task Force on Money Laundering (the FATF)2 as well as new and 
proposed legislation in Trinidad and Tobago.   Reference is made to relevant provisions of the 
Proceeds of Crime Act, 2000, as well as record keeping requirements under the Proposed 
Financial Obligations Regulations.  

 
 
1.2 Definition of Money Laundering 
 
1.2.1 Money laundering is any process used by criminals in an attempt to conceal the true origin and 

ownership of the proceeds of criminal activities, i.e., a specified offence3 or drug trafficking.  If 
undertaken successfully, the money can lose its criminal identity and appear to be legitimately 
derived. 

 
 

                                                 
1 Institutions licensed under the Financial Institutions Act,1993 and insurance companies and intermediaries registered under the Insurance Act, Chap. 84:01 (IA). 
2 The FATF is an inter-governmental body which sets standards and promotes policies to combat money laundering and terrorist financing. The FATF Forty and Nine Special 
Recommendations have been recognized as the international standards for combating money laundering and the financing of terrorism. 
3 “Specified offence” is defined in Section 2 of the Proceeds of Crime Act, 2000. 
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1.3 Stages of Money Laundering 
 
1.3.1 Money Laundering involves three stages and a financial institution’s anti-money laundering 

program should seek to ensure that appropriate methods exist for identifying and reporting 
money laundering at each of these stages.   

 
1.3.2 These stages are placement, layering and integration: - 
 

1.3.2.1 Placement: - The placing of “dirty money” or unlawful cash proceeds into the 
financial system via deposits, purchases of cheques, money orders, etc. 

 
1.3.2.2 Layering: - This is the separation of criminal proceeds from their source by the 

creation of layers of transactions designed to disguise the audit trail and provide 
the appearance of legitimacy.  These transactions may include purchasing 
investment instruments, insurance contracts, wire transfers, money orders and 
letters of credit. 

 
1.3.2.3       Integration: - Illicit funds enter the legitimate economy by way of investment in real 

estate, luxury assets and business ventures, until the laundered funds are 
eventually disbursed back to the criminal. 

 
 

1.4 Terrorist Financing 
 
1.4.1   Terrorist Financing can be defined as the provision or collection of funds either directly or 

indirectly, with the intention that they should be used or in the knowledge that they are to be 
used, to carry out the unlawful use of force against persons or property to intimidate or coerce 
a government, the civilian population or any segment thereof, in the furtherance of political or 
social objectives. 

 
 
1.4.2 A financial institution can be guilty of aiding terrorist financing if it carries out a transaction, 

knowing that the funds or property involved are owned or controlled by terrorists or terrorist 
organizations, or that the transaction is linked to, or likely to be used for, terrorist activity.  An 
institution may be guilty of aiding terrorist financing whether the assets involved in the 
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transaction are proceeds of criminal activity or are derived from lawful activity but intended for 
use in support of terrorism. 
 

1.4.3 Although it is difficult for financial institutions to detect terrorist financing, they are in a position 
to detect suspicious transactions that, if reported, may later prove to be related to terrorist 
financing.  For this reason, financial institutions do not need to determine the legality of the 
source or destination of funds but should ascertain whether transactions are unusual or 
suspicious. 
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 SECTION 2 LEGISLATIVE AND REGULATORY FRAMEWORK 
 
2.1   Legislation 
 
2.1.1 In Trinidad and Tobago the legislation governing Anti-Money Laundering is the Proceeds of 

Crime Act, 2000 (“the Act”).  It outlines the circumstances in which a financial institution and/or 
its employees shall be guilty of the offence of money laundering.  Financial institutions are 
required to have systems in place to ensure full compliance with the provisions of the Act. 

 
2.1.2 The Financial Obligations Regulations 2001(“the Regulations”) and the Terrorist Financing Bill 

have been drafted but not yet assented to.  Should these become law, financial institutions 
would be required to update their policies and procedures in order to achieve full compliance.  
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SECTION 3 INTERNAL CONTROLS AND PROCEDURES 
 
3.1 Compliance Program 
 
3.1.1 Financial institutions should implement programs which are appropriate for the size and nature 

of their operations and which comprise at a minimum: - 
 

3.1.1.1 Adequate internal policies, procedures and controls, including: - 
  

(a) Procedures governing customer identification, documentation and 
verification of customer information; 

(b) Designation of a compliance officer at the management level to coordinate 
and monitor the compliance program, receive Suspicious Activity Reports4 
and submit same to the Designated Authority5; 

(c) Guidelines for identifying suspicious activity; 
(d) Procedures for reporting suspicious activity; and 
(e) Screening procedures for new employees and procedures for monitoring 

existing employees. 
 

3.1.1.2 An ongoing employee training program; 
 

3.1.1.3 A risk based approach to monitoring. This would include information on what the 
institution considers to be high-risk activities/businesses to which it may be 
exposed.  Additionally, a list of countries6 which do not comply with international 
standards on combating money laundering and terrorist financing should be 
maintained; 

 
3.1.1.4 External and internal independent testing for compliance.  An effective risk-based 

audit function should evaluate the compliance program.  The audit should review a 
sample of accounts and files for both occasional and usual transactions, to the 

                                                 
4 See Proceeds of Crime Act, 2000, Third Schedule.  
5 The Designated Authority as defined in the Proceeds of Crime Act.   
6 Available on FATF website: Non Cooperative Countries and Territories (NCCT Initiative). 
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extent necessary to enable a proper evaluation of compliance with due diligence 
and risk management procedures and record keeping and reporting requirements.  

 
 
3.2 Technological Developments 

 
3.2.1 Financial institutions should pay special attention to any money laundering or terrorist financing 

threats that may arise from new or developing technologies that might favour anonymity and 
take appropriate measures to deal with such threats.  In particular, financial institutions should 
have policies and procedures in place to address any specific risks associated with non-face-
to-face business relationships or transactions. 
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SECTION 4 KNOW-YOUR-CUSTOMER (KYC) ISSUES 
 
4.1 General Due Diligence 
 
4.1.1 Financial institutions are required to document and implement comprehensive customer 

identification policies and procedures which seek to effectively combat money laundering and 
terrorist financing.  Employees should be aware of these policies and procedures and apply 
them in order to verify and adequately document the identity of the customer. 

 
4.1.2 Financial institutions should assess the adequacy of their policies and procedures pertaining to 

identification records and ensure that all customer records conform to the requirements set out 
in these guidelines.  In addition, customer identification records should be verified and updated 
periodically to ensure that identification information remains current.  Any changes in the 
information given when the business relationship was first established should be recorded. 

 
4.1.3 Financial institutions should exercise particular caution in their business relations and 

transactions with persons, companies and financial institutions from other countries.  Where 
possible, contact should be made with appropriate persons in these countries and KYC 
requirements should be satisfied before completing the procedure. 

 
4.1.4 Where a financial institution is unable to verify customer information, it should not commence 

business relations or perform the transaction, or it should terminate the business relationship 
and should consider making a Suspicious Activity Report in relation to the customer. 

 
4.1.5 The requirements outlined above should apply to all new customers and also to existing 

customers on the basis of materiality and risk and the financial institution should conduct 
regular reviews of existing records.  An appropriate time to do so is when a significant 
transaction occurs, when customer documentation requirements change substantially, or when 
there is a material change in the way the customer transacts business with the institution.    
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4.2 Personal Customer Due Diligence 
 
4.2.1 On initiating a business relationship, financial institutions are required to obtain relevant 

identification records of a customer.  The following information should be ascertained: - 
 

(1) Full name(s); 
(2) Permanent address; 
(3) Date and place of birth; 
(4) Nationality; 
(5) Nature and place of business/occupation; 
(6) Where applicable, occupational income; 
(7) Signature; 
(8) Purpose of the proposed business relationship or transaction; 
(9) Source of funds; 
(10) Any other information deemed appropriate by the institution. 

 
4.2.2 At a minimum, valid photo-bearing identification should be obtained or examined, e.g. : - 
 

(1) Passport; or 
(2) National identification card; or 
(3) Driver’s licence.   

 
4.2.3 For foreign customers a reference should be sought from the customer’s bank. 
 
4.2.4 In instances where original documents are not available, copies should only be acceptable if 

certified by a notary public.  Identification documents which are easily obtainable (e.g. birth 
certificates) should not be accepted as the sole means of identification.  The financial institution 
is ultimately responsible for verifying the information presented in 4.2.1 above.  Temporary 
addresses and post office addresses are not acceptable. 
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4.3 Business Customer Due Diligence 
 
4.3.1 The requirements outlined in the Personal Customer Due Diligence section above may also be 

relevant to key functionaries in a business customer.  Financial institutions should verify the 
identity of the directors, partners, sole traders, officers, account signatories and beneficial 
owners.  Documentary evidence should be provided by the customer or obtained from other 
reliable sources. 

 
4.3.2 In addition, financial institutions should obtain, to the extent relevant to the proposed business 

relationship or transaction: - 
 

(1) Articles of Incorporation or Continuance;  
(2) Certificate of Incorporation; 
(3) By-Laws; 
(4) At a minimum, management accounts for last three years for self employed persons 

and businesses; and 
(5) Information on Shareholders holding more than 5% of the paid up share capital of the 

company (Verified through registers of the company). 
 
 

4.4 Trust, Nominee and Fiduciary Customers7 
 
4.4.1 In addition to the requirements outlined in the Personal Customer Due Diligence section above, 

financial institutions should obtain: - 
 

(1) Evidence of the appointment of trustees (e.g. certified copy of Deed of Trust); 
(2) Nature and purpose of the trust; and 
(3) Verification of the identity of the trustee, settler, protector, person providing the funds, 

controller or similar person holding power to appoint or remove the trustee. 
 

 
 
                                                 
7 For further details on due diligence procedures, particularly with respect to these special cases, refer to the paper on “Customer Due Diligence for Banks” published by the Basel 
Committee on Banking Supervision. 
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4.5 Politically Exposed Persons 
 
4.5.1 In addition to performing normal due diligence measures, financial institutions should have 

appropriate procedures to determine whether a customer is a politically exposed person8.  
 
4.5.2 In such cases senior management approval for establishing business relationships should be 

obtained and reasonable measures should be taken to establish the sources of wealth and 
funds.  Politically exposed persons require extra due diligence and it is imperative that financial 
institutions undertake ongoing monitoring of these business relationships. 

 
 
4.6 Non-face-to-face Customers 
 
4.6.1 Financial institutions may encounter situations where customers do not present themselves 

personally when conducting transactions.  This may occur with services provided electronically 
via the Internet, telephone, or similar technology.  Where this occurs, institutions should 
nevertheless observe effective customer identification and on-going monitoring standards.  

 
 
4.7 Introduced Business 
 
4.7.1 Where a financial institution establishes business relationships through introducers, the 

financial institution should ensure that the introducers are “fit and proper” and exercise the 
necessary due diligence procedures.  However, the ultimate responsibility for knowing the 
customer rests with the financial institution.  

 
4.8  Industry Specific Know-Your-Customer Issues 
 
4.8.1 For industry specific know-your-customer issues, please see the following appendices: - 
− Appendix 1: Section A - for Institutions licensed under the Financial Institutions Act, 1993. 
− Appendix 2: Section A - for Insurance companies and Intermediaries. 

                                                 
8 Politically exposed persons are individuals who are or have been entrusted with prominent public functions, e.g., Heads of State or of government, senior politicians, senior government 
judicial or military officials, senior executives of state owned corporations, important political party officials.
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SECTION 5 RECORD KEEPING 
 
5.1 General Record Keeping Requirements 
 
5.1.1 Financial institutions must retain for a minimum of six9 years, all necessary records on 

transactions, both domestic and international, to enable them to comply with lawful information 
requests from law enforcement authorities. 

 
5.1.2 Business transaction records must be kept in sufficient detail and appropriate form to permit 

reconstruction of individual transactions (including the amounts and types of currency involved) 
so as to provide, if necessary, evidence for prosecution of criminal activity.  These records 
should be available to law enforcement authorities in the context of relevant criminal 
investigations and prosecutions. 

 
5.1.3 Financial institutions should keep records on the identification data obtained through the 

customer due diligence process (e.g., copies or records of official identification documents like 
passports and identity cards), account files and business correspondence for at least six years 
after the business relationship is ended.  

 
 
5.2 Large/Suspicious Transaction Records 
 
5.2.1 Financial institutions should review and properly document the background and purpose of all 

complex, unusual, or large transactions and all unusual patterns of transactions, which have no 
apparent economic or lawful purpose. 

 
5.2.2 Every financial institution which receives cash, bank cheques, drafts, money orders or 

travelers’ cheques in an amount in excess of the threshold10 shall keep and retain a large 
transaction record that includes at a minimum, the information outlined in paragraph 3(i) of 
the draft Financial Obligation Regulations.  

                                                 
9 The legal requirement for retention vary by type of record.  Retention of records for 6 years satisfy all requirements.  
 
10 Currently, there is no threshold specified in law.  In the interim, institutions may wish to adhere to the TT$60,000 limit currently used by the banks.  However, this threshold will be 
superceded when a threshold is established by law.   
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5.3 Register of Enquiries 
 
5.3.1 Financial institutions should maintain a register of all enquiries made to them by the law 

enforcement authority or other local or foreign authorities acting under powers provided by the 
relevant laws or their foreign equivalents.   

 
5.3.2 The register should be kept separate from other records and contain as a minimum the 

following details: - 
 
(a) the date and nature of the enquiry; 
 

 (b) the name and agency of the enquiring officer; and 
 

(c) the powers being exercised. 
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SECTION 6 REPORTING 
 
6.1 Reporting Requirements 
 
6.1.1 Management should be provided with reports which, at a minimum, include details of 

transactions in excess of the threshold and suspicious transactions.  
  

6.1.2 Appropriate information systems must be in place to facilitate all reporting requirements. 
 
 
6.2 Suspicious Activity Reporting 
 
6.2.1 The Proceeds of Crime Act, 2000, requires financial institutions to pay special attention to all 

complex, unusual, or large transactions, whether completed or not, to all unusual patterns of 
transactions, and to all insignificant but periodic transactions, which have no apparent 
economic or lawful purpose.  Upon suspicion that such transactions could constitute or be 
related to illicit activities, financial institutions are required to report suspicious transactions to 
the Designated Authority in the form specified in the Third Schedule of the Proceeds of Crime 
Act, 2000. 
 

6.2.2 A non-exhaustive list of examples of suspicious transactions is attached in Appendices I and II 
for the guidance of financial institutions as follows:-         

                 
− Appendix I:  Section B - for Institutions licensed under the Financial Institutions Act, 1993 
− Appendix II:  Section B - for Insurance companies and Intermediaries registered under the 

Insurance Act, Chap. 84:01 
 
6.2.3 Where financial institutions suspect or have reasonable grounds to suspect that funds are 

linked to, or are to be used for terrorism, terrorist acts or by terrorist organisations, they should 
promptly report these suspicious transactions to the Designated Authority.  

 

Central Bank of Trinidad and Tobago 
September 2004 (Final)                                                                                                                       -13- 



Guidelines on Combating Money Laundering and Terrorist Financing 

6.2.4 Where a suspicious transaction has been reported or there is an on-going investigation relating 
to a transaction or client, the financial institution should retain the documentation until such time 
as advised by the Designated Authority or the Court. 

 
6.2.5 Where a suspicious transaction has been reported to the Designated Authority, financial 

institutions are expected to co-operate fully with Designated Authority or such other person(s) 
as he may appoint.  The customer or other person on whose behalf the transaction has been or 
is to be carried out should not be informed that a report has been made to the Designated 
Authority. 

 
6.2.6 Procedures should be documented and followed to detect suspicious activity in all types of 

business transactions undertaken by the financial institution including cash, wire transfers, 
cheques, credit and debit cards, automatic teller machine transactions and on-line banking. 

 
6.2.7 A record should be kept of all internal reports to management and reports made by the financial 

institution to the Designated Authority.  In the event that a financial institution declines to 
establish a business relationship with a prospective customer or to undertake a business 
transaction because of inadequate identification or documentation, a Suspicious Activity Report 
should be sent to the Designated Authority. 
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SECTION 7 COMPLIANCE OFFICER 
 
7.1 Financial institutions must designate a senior official within their organization to carry out the 

functions of Compliance Officer.  The Compliance Officer’s main role is to ensure that the 
necessary controls are in place for continual compliance with “the Act” and these Guidelines.  
This officer should have the responsibility for reviewing the initial findings of suspicious or 
unusual transactions by the staff of the financial institution.  The duties of the Compliance 
Officer should not however, minimise the function that each employee must play in achieving 
compliance.        

 
7.2 Where the Compliance Officer considers the suspicions to be justified, they must be reported 

via a Suspicious Activity Report to the Designated Authority. 
 
7.3 The Compliance Officer shall operate as the liaison where the financial institution acts in 

accordance with the instructions of the Designated Authority. 
 
7.4 The Compliance Officer should be adequately trained to detect potential money laundering and 

terrorist financing activities by persons using the services of the financial institution. 
 
7.5 The Compliance Officer should be responsible for maintaining the records of unusual or 

suspicious transactions. 
 
7.6 The identity of the Compliance Officer must be treated with the strictest confidence by the 

employees of financial institutions.    
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SECTION 8 TRAINING 
 
8.1 Persons to Receive Training 
 
8.1.2 Financial institutions should ensure that the Compliance Officer and his or her subordinates 

receive in-depth training on all relevant legislation and guidelines.   
 
8.1.3 All directors and employees should be aware of relevant legislation and guidelines.  There may 

be a tendency to concentrate training efforts on front line staff, but financial institutions should 
be aware that evidence of criminal activity may be detected by individuals throughout their 
operations. 

 
 
8.2 Training Programs 
 
8.2.1 Financial institutions should maintain on an on-going basis, training programs which make their 

staff aware of their obligations in relation to matters of money laundering and terrorist financing.  
Training programs should cover matters dealt with by this Guideline, relevant legislation, the 
identification of possible types of suspicious activities in each department, case studies of 
traditional schemes and new money laundering typologies.  Training should be tailored to new 
employees, general staff and management. 

 
8.2.2 Training should be provided at regular intervals, no less than once per year. 
 
8.2.3 Institutions should maintain records on training programs. 
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Section 9 GENERAL 
 

9.1 Financial institutions shall make every effort to ensure that they hire and retain staff of the 
highest levels of integrity and competence.  Staff records should be updated periodically. 

 
9.2 Financial institutions should ensure, to the extent permitted by the locally applicable laws and 

regulations, that this Guideline is upheld by their branches, subsidiaries and associate 
companies abroad, especially in those countries where there are no or insufficient legal 
provisions to counter the incidence of money laundering and terrorist financing11.  Where local 
laws prohibit the full implementation of this Guideline by such branches, subsidiaries or 
associate companies, financial institutions are required to inform the Office of the Inspector of 
Financial Institutions, Central Bank of Trinidad and Tobago. 

 
9.3 The internal and external auditors of financial institutions should ensure that policies, 

procedures and systems are in compliance with the requirements set out in this Guideline.  The 
level of transaction testing should be in line with the risk profile of the institution.  Reports by 
both auditors should be submitted to the Board of Directors of the financial institution.  The 
report of the external auditors should be submitted to the Central Bank on an annual basis. The 
role of the external auditor is to check compliance with relevant legislation and guidelines.  

 
 

                                                 
11 Available on FATF website: Non Cooperative Countries and Territories (NCCT Initiative). 
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APPENDIX I 
 

INSTITUTIONS LICENSED UNDER  
THE FINANCIAL INSTITUTIONS ACT, 1993 

 
 
SECTION A: KNOW-YOUR-CUSTOMER ISSUES 
 
a) Financial institutions should exercise caution in accepting funds from non-account holders and 

non-correspondent banks for wire transfers to unknown third parties.  
 
b) The name and address of the ordering and beneficiary customers should be included on all 

domestic and international transfers.  Financial institutions that participate in a business 
transaction via wire transfer should relay this “identifying” information about the transfer to any 
other financial institution participating in the transmittal. 

 
c) Financial institutions should conduct enhanced scrutiny of wire transfers, particularly those 

which do not contain complete originator information (name, address and account number). 
 
d) Financial institutions should not keep anonymous accounts or accounts in obviously fictitious 

names.  It is a requirement to identify, on the basis of an official document, and record the 
identity of clients, either occasional or usual, when establishing business relations or 
conducting transactions such as opening of accounts or passbooks, entering into fiduciary 
transactions, renting of safe-deposit boxes and the use of safe custody facilities.  
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e) Where new accounts are opened or services provided by a financial institution and the 
financial institution suspects that the customers are not acting on their own behalf, the financial 
institution shall verify the true identity of the beneficial owner12.  If the financial institution is not 
satisfied with the response of the customer it should terminate all relations with that customer 
forthwith.   

 
f) Banks should refer to the Basel Committee on Banking Supervision paper on “Customer due 

diligence for banks” for further KYC details. 
 
 
Correspondent Banking 
 
Correspondent Banking is the provision of banking services by one bank (the “correspondent bank”) to 
another bank (the “respondent bank”) or non-bank financial institution. 
 
a) Financial institutions should gather sufficient information about their correspondent or 

respondent banks to understand fully the nature of the respondent’s business.  Financial 
institutions should only establish correspondent accounts with foreign banks after determining 
that the foreign bank is effectively supervised by the relevant authorities in its jurisdiction.  
Financial institutions should also ascertain whether the foreign bank has been the subject of 
money laundering or terrorist financing investigation or other regulatory action.  For their part, 
respondent banks should have effective know-your-customer policies.     

 
b) Banks should refuse to enter or continue a correspondent banking relationship with a bank 

incorporated in a jurisdiction in which it has no physical presence and which is unaffiliated with 
a regulated financial group (i.e., shell banks). 

 

Central Bank of Trinidad and Tobago 

                                                 
12 “Beneficial owner” refers to the natural person(s) who ultimately owns or controls a customer and/or the person on whose behalf a transaction is being conducted.  It also incorporates 
those persons who exercise ultimate control over a legal person or arrangement.  
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SECTION B:  EXAMPLES OF SUSPICIOUS TRANSACTIONS 
 
1. Money Laundering Using Cash Transactions 
 
a) Substantial increases in cash deposits of any individual or business without apparent cause, 

especially if such deposits are subsequently transferred within a short period out of the account 
and/or to a destination not normally associated with the customer. 
 

b) Customers who deposit cash by means of numerous credit slips so that the total of each 
deposit is unremarkable, but the total of all the credits is significant. 
 

c) Deposit and withdrawal transactions conducted in cash rather than through forms of debits and 
credits normally associated with commercial operations (e.g. cheques, Letters of Credit, Bills of 
Exchange, etc.). 
 

d) Customers who constantly pay-in or deposit cash to cover requests for bankers’ drafts, money 
transfers or other negotiable and readily marketable money instruments. 
 

e) Customers who seek to exchange large quantities of low denomination notes for those of 
higher denomination. 
 

f) Frequent exchange of cash into other currencies. 
 

g) Branches that have a great deal more cash transactions than usual.  (Head Office statistics 
detect aberrations in cash transactions.) 
 

h) Customers whose deposits contain counterfeit notes or forged instruments. 
 
i) Customers transferring large sums of money to or from overseas locations with instructions for 

payment in cash. 
 

j) Large cash deposits using night safe facilities, thereby avoiding direct contact with bank staff. 
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2. Money Laundering Using Bank Accounts 
 
a) Customers who wish to maintain a number of trustee or clients’ accounts which do not appear 

consistent with the type of business, including transactions which involve nominee names. 
 
b) Customers who have numerous accounts and pay in amounts of cash to each of them in 

circumstances in which the total of credits would be a large amount. 
 
c) Any individual or company whose account shows virtually no normal personal banking or 

business related activities, but is used to receive or disburse large sums which have no obvious 
purpose or relationship to the account holder and/or his business. 

 
d) Reluctance to provide normal information when opening an account, providing minimal or 

fictitious information or providing information that is difficult or expensive to verify. 
 
e) Customers who appear to have accounts with several financial institutions within the same 

locality, especially when the bank is aware of a regular consolidation process from such 
accounts prior to a request for onward transmission of the funds. 

 
f) Matching of payments out with credits paid in by cash on the same or previous day. 
 
g) Deposits via large third party cheques endorsed in favour of the customer.   
 
h) Large cash withdrawals from a previously dormant/inactive account, or from an account which 

has just received an unexpected large credit from abroad. 
 
i) Customers who together, and simultaneously, use separate tellers to conduct large cash 

transactions or foreign exchange transactions. 
 
j) Greater use of safe deposit facilities, especially where sealed packets are deposited and 

withdrawn. 
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k) Companies’ representatives avoiding contact with the branch. 
 

l) Substantial increases in deposits of cash or negotiable instruments by a professional firm or 
company, using client accounts or in-house company or trust accounts, especially if the 
deposits are promptly transferred to other client company and trust accounts. 

 
m) Customers who decline to provide information that would make the customer eligible for credit 

or for other banking services that would be regarded as valuable. 
 

n) Preference for the use of low interest earning accounts for large balances, where options exist 
for higher earnings. 

 
o) Large number of individuals making payments into the same account without an adequate 

explanation. 
 
 

3. Money Laundering Using Investment Related Transactions 
 
a) Back-to-back deposit/loan transactions with subsidiaries or affiliates of overseas financial 

institutions in known drug trafficking areas. 
 

b) Requests by customers for investment management services (either foreign currency or 
securities) where the source of the funds is unclear or not consistent with the customer’s 
apparent financial position. 

 
c) Large or unusual settlements of securities transactions in cash.  

 
d) Buying and selling of a security with no discernible purpose or in circumstances which appear 

unusual. 
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4.          Money Laundering by International Activity 
 
a) Customers introduced by an overseas branch, affiliate or other bank based in countries where 

production of drugs or drug trafficking may be prevalent. 
 
b) Use of Letters of Credit and other methods of trade finance to move money between countries 

where such trade is not consistent with the customer’s usual business. 
 
c) Customers who make regular and large payments that cannot be clearly identified as bona fide 

transactions to, or who receive regular and large payments from, countries which are 
commonly associated with the production, processing or marketing of drugs; or who conduct 
transactions with proscribed terrorist organizations. 

 
d) Accumulation of large balances, not consistent with the known turnover of the customer’s 

business, and subsequent transfer to account(s) held overseas. 
 
e) Unexplained electronic fund transfers by customers on an in and out basis or without passing 

through an account. 
 
f) Frequent paying in of traveller’s cheques, foreign currency drafts or other negotiable 

instruments. 
 
 
5. Money Laundering Involving Employees and Agents 
 
Financial Institutions should pay particular attention to the following: - 
 
a) Changes in employee characteristics, e.g., sudden lavish lifestyle or avoidance of vacations. 
 
b) Any dealing with an agent where the identity of the ultimate beneficiary or counterparty is 

undisclosed, contrary to normal procedure for the type of business concerned. 
 

c) Refusal of a change in responsibility such as a promotion. 
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6. Money Laundering by Secured and Unsecured Lending 
 
a) Customers who repay problem loans unexpectedly. 

 
b) Requests to borrow against assets held by the financial institution or a third party, where the 

origin of the assets is not known or the assets are inconsistent with the customer’s apparent 
financial position. 

 
c) Request by a customer to provide or arrange finance where the source of the customer’s 

financial contribution to a deal is unclear, particularly where property is involved. 
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APPENDIX II 
 

INSURANCE COMPANIES AND INTERMEDIARIES 
 
 
SECTION A: KNOW-YOUR-CUSTOMER ISSUES 
 
 
a) An insurance entity undertaking verification should establish to its reasonable satisfaction that 

every party relevant to the application for insurance actually exists. 
 
b) Where there is a large number of verification subjects (e.g., in the case of group life and 

pensions) it may be sufficient to carry out verification on a limited group only, such as the 
principal shareholders, the main directors of a company, etc. 

 
c) Where a transaction involves an insurer and an intermediary, each needs to consider 

separately, its own position and to ensure that its own obligations regarding verification and 
records are duly discharged. 

 
d) An insurance entity should primarily carry out verification in respect of the parties entering into 

the insurance contract.  However, if there are underlying principals, the true nature of the 
relationship between the principals and the policyholders should be established and 
appropriate enquiries performed on the former, especially if the policyholders are accustomed 
to act on their instruction. 

 
e) If claims and other monies are to be paid to persons (including partnerships, companies, etc.) 

other than the policyholder, then the proposed recipients of these monies should be the subject 
of verification. 

 
f) Prior to entering into any reinsurance contract, verification should be done to ensure that the 

monies are paid only to bona fide reinsurers for rates commensurate with the risks 
underwritten. 
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g) Verification is not needed when the applicant for an insurance contract is a supervised financial 

Institution from the home jurisdiction. 
 
h) Verification is not required in the case of small one-off insurance applications unless at any 

time it appears that two or more transactions appear to be linked and constitute a significant 

one-off transaction.  In general, transactions which are separated by an interval of three 
months or more are not required to be treated as linked.  Procedures should be in place to 
check for linked transactions. 

 
i) If it is necessary for sound business reasons to enter into an insurance contract before 

verification can be completed, this should be subject to stringent controls to ensure that any 
funds received are not passed to third parties.  Any such decision should be made by a senior 
manager and recorded in writing. 

 
j) Whether a transaction is a significant one-off transaction or is carried out within a business 

relationship, verification of the customer should be completed before the customer receives the 
proceeds of surrender.  A life insurer will be considered to have taken reasonable measures of 
verification where payment is made either: - 

 
i) to the policyholder by means of a cheque or 

 
ii) to a bank account held (solely or jointly) in the name of the policyholder by any 

electronic means of transferring funds 
 
k) A number of insurance vehicles offer customers the facility to have payments from one policy of 

insurance to fund the premium payments for another policy of insurance.  The use of such a 
facility should not be treated as a transaction, which triggers the requirement of verification. 
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SECTION B: EXAMPLES OF SUSPICIOUS TRANSACTIONS 
 
1. Money Laundering Using Insurance Policies 
 
a) Application for insurance outside the policyholder’s normal pattern of business needs. 
 
b) Any lack of information or delay in the provision of information to enable verification to be 

completed. 
 
c) Any transaction involving an undisclosed party. 
 
d) Early termination of policy, especially at a loss caused by front end loading, or where cash was 

tendered and/or the refund cheque is to a third party. 
 
e) A transfer of the benefit of a policy to an apparently unrelated third party. 
 
f) Request for purchase of a policy requiring a large lump sum payment where the policyholder 

has previously requested only small, periodic-payment contracts. 
 

g) Attempts to use a third party cheque to make a purchase of a policy. 
 
h) Applicant shows no concern for the performance of the policy but much concern for its early 

cancellation provisions. 
 
i) Applicant is reluctant to provide normal information when applying for a policy, provides 

minimal or fictitious information, or provides information that is difficult or expensive to verify. 
 
j) Applicant appears to have an unusual number of policies with different insurers. 
 
k) Applicant purchases policies in amounts considered beyond the customer’s apparent means. 
 
l) Applicant establishes a large insurance policy and within a short time period cancels the policy 

and requests that the cash value be paid to a third party. 
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m) Applicant wants to borrow the maximum cash value of a single premium policy, soon after 
paying for the policy. 

 
n) Applicant uses a mailing address outside the area where the application is made and where the 

home telephone is found to have been disconnected, upon verification attempt. 
 
 
2. Money Laundering Using Cash Transactions  
 
a) Applicant attempts to use cash to complete a proposed transaction when this type of business 

transaction would normally be handled by cheques or other payment instruments. 
 

b) Applicant requests to make a lump sum payment by a wire transfer or with foreign currency. 
 

 
3. Money Laundering by International Activity  
 
a) Application for a policy from a potential client in a distant place where a comparable policy 

could be obtained “closer to home”. 
 
b) Introduction by an agent/intermediary in an unregulated or loosely regulated jurisdiction or 

where organized criminal activities (e.g. drug trafficking or terrorist activity) are prevalent. 
 
 
4. Money Laundering by Employees or Agents 
 
Insurance entities should pay particular attention to employees and agents who: - 

 
a) show a sudden lavish lifestyle or do not take vacations. 

 
b) show dramatic, unexpected increase in sales. 
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c) write a high level of single premium business. 
 

d) use their own business address for the “delivery of customer documentation”. 
 

e) refuse a change in responsibilities, such as promotions. 
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