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goTrace is a joint project of UNODC Global Programme against Money 
Laundering (GPML) and Information Technology Service.

For more information please contact:
goTrace@unodc.org

CONTACT DETAILS

goTrace is developed by United Nations Office on Drugs and Crime 
(UNODC). 

The United Kingdom provided the goTrace Project with seed funding 
in 2015. This has allowed a prototype to be developed and offered for 
trial to Member States. 
The maintenance, development and implementation of goTrace 
depends on Member States’ continuing contributions – this allows 
goTrace to be given to Member States for free.

ABOUT

goTrace is available to the government agencies of UN Member States. 
Please contact the goTrace team.

GETTING

gotrace.unodc.org
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•  Criminals and terrorists leave behind a rich trail of data: names, phones, 
bank account numbers, emails, IP addresses, car number plates…

• Investigating agencies rely on data to detect criminals and terrorists. 
•  But these databases are always secured and guarded, shared access 

is often impossible. Protected databases. Secure databases. Agencies 
don’t share data with anybody else. No outsider is allowed to browse 
these databases.

•  But what if different agencies have data on the same person? If they 
run their investigations in parallel without knowing it?? If they plan two 
undercover operations at the same time against the the same target??? 

•  Is it possible for one agency to find out that it holds the same data as 
another agency but not reveal its database?

•  Yes, with goTrace different agencies can compare databases, find 
commonly held data and identify common subjects of interest. 

WHY

•  Financial Intelligence Units and Law Enforcement Agencies,
•  Other agencies which gather and store data which may be of value 

to criminal and terrorist investigations
• Inter-agency task forces
•  Cross-border Joint Investigation Teams
•  International Law Enforcement Information sharing networks 

(e.g. SELEC, CARICC)
•  Public-private sector information sharing

HOW IT WORKS

WHO COULD BENEFIT 

FROM 

goTrace “compares” the databases of different agencies. If two records 
in different databases are identifi ed as similar, then the agencies, who 
own the databases, are notifi ed about a possible match – no data is 
shared at this stage.  They can then contact each other to obtain the 
specifi c information highlighted by the match..

Step 1. Agency A uses goTrace to transform records from its own 
database into encrypted values (using the hash function). This encryption 
is irreversible: you cannot restore the original data from the encrypted 
value (“hash”). (But the similar records will still have similar hashes).

Step 2. Transformed (“hashed”) records are transferred to the partner 
agency. The transfer of fi les is arranged between the two agencies to 
comply with the national standards – by couriers, protected government 
network, with extra encryption etc.

Step 3. The transformed “hashed” records are downloaded by Agency 
B onto the goTrace system and compared with its own data. goTrace 
then shows the matches in chart and grid formats.

Step 4. Agencies A and B then make arrangements between themselves 
to obtain the specifi c information highlighted by the goTrace matches. 
This is done without goTrace and according to the bilateral agreements 
and national requirements (or international treaties and conventions).

There is no “Big Brother” involved: no central server, no internet 
connection needed.

Software for securely matching information from different law 
enforcement agencies - goTrace.



•  Secure. Only transformed (”hashed”) records are transferred between 
agencies. This prevents the disclosure of confi dential information. The 
transformation tool is operated by each owner of the database. No 
external server is used. No data is sent over the internet.  

•  Simple. Agencies use the Excel format to load data onto goTrace.

•  Cheap. goTrace is provided to government agencies for free. There 
are no licensing or support costs. Once again, goTrace is free.

•  Flexible. Agencies keep data in different formats making direct 
comparison is complicated. With goTrace each agency transforms its 
data into a common format.

•  Powerful. goTrace has a ‘bulk comparison’ feature, allowing the 
comparison of large lists, as well as identifying matches across 
multiple databases.

•  Fast. goTrace allows investigators to immediately identify new leads 
held by other agencies and focus their cooperation with  confi dence. 
More speed means more lives saved, more criminal funds seized.  

BENEFITS

goTrace uses a hashing algorithm for storing and comparing data. 
A cryptographic hash function is considered practically impossible to invert. 
It has four main properties:

1. Easy to compute the hash.
2. Infeasible to generate a same hash.
3. Infeasible to modify a message without changing the hash.
4. Infeasible to have two different messages with the same hash.

In fact, goTrace will never accept a hashed file without insuring that it 
has the correct hashed “fingerprint”.
goTrace only allows the transfer of transformed (“hashed”) records 
between Agencies.
Neither UNODC nor any other third party is involved in the processing 
and exchange of the information.
No Internet connection is necessary for goTrace to operate.

SECURITY

1. Southland and Eastland are neighbouring countries 

2.  Southland Financial Intelligence Unit (FIU) has adding to its database 
for several years. Now it has over 5000 records about  Money Service 
Providers – their names, addresses, emails, telephone numbers, bank 
accounts. Data protection prevents the Southland FIU sharing the 
database with Eastland. 

3.  Eastland police are investigating a drugs traffi cking network. They 
have intelligence that drug traffi ckers use unknown fi nancial pro-
fessionals in Southland to launder their funds. The Eastland Police 
have collected a large amount of data from their investigations, with 
a total of about 1000 names, phone numbers, email addresses and 
account numbers. However, legislation prevents Eastland police from 
sharing their database with other domestic agencies or with Southland.

4.  Both Southland FIU and Eastland Police use goTrace and agree to use 
it to compare their data.

5.  An Eastland Police analyst transforms their chosen dataset. The East-
land analyst comes to the Southland FIU and brings the CD with the  
transformed data saved as “Hash List - Eastland”. The FIU transforms 
its data and creates its own “Hash List – Southland FIU“. Both lists 
contain names, telephone numbers, email addresses and account 
numbers.

6.  Southland FIU compares the two sets of transformed records. It fi nds 
17 matches. Southland FIU sends the numbers of matched records 
back to Eastland Police and requests further details on the matched data.

7.  Eastland Police checks the received list. It turns out that Southland 
FIU has some information about certain suspects, whose contact details 
have been found in mobile phones seized from drug traffi ckers, and 
whose email addresses have been found in seized computers. Also, 
one account number appeared in paperwork found during one of 
the searches.

8.  Eastland Police then uses existing information sharing frameworks to 
send the detailed inquiries to Southland. This may include requests 
made through the Eastland FIU over the Egmont Group Network, 
going through Interpol, or using the mutual legal assistance mechanism.

OPERATIONAL EXAMPLE 


